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OTOT AOKYMeHT 6bin nogrotoBneH LETA IT-company nckriountenbHo B Lensx uHdopmauun. Copepxaliascst B HacTosLLEeM
[OKyMeHTe uHcpopMaLms 6bina nonyyeHa n3 NCTOYHUKOB, KOTopble, MO MHeHUo LETA IT-company sBRstoTcA HageXHbIMU,
opHako LETA IT-company He rapaHTUpyeT TOUHOCTY 1 MOSHOTbI MHAbopMaLM A1s ntobbix Lieneit. ViHdopmauys, npeactaBneHHasn

B 9TOM [JOKYMEHTE, He [JoJhKHa ObiTb UCTOMKOBaHA, NMPSIMO WS KOCBEHHO, Kak MHGOpMaLus, coaepxallas pekomeHgaLmm

no HBeCTULMAM. Bce MHeHMA 1 OLeHKI, copepxallmecsa B HaCTOALLIEM MaTepuare, oTpaxaroT MHEeHe aBToOpoB Ha feHb
ny6bnvkauum 1 nognexar nameHeHuo 6e3 npepynpexaerus. LETA IT-company He HeceT OTBETCTBEHHOCTb 3a Kakue-nnbo
y6bITKY UNK yLLLEPO, BO3HUKLLME B pe3yribTaTe UCMOSb30BaHUs 060 TpeTbeil CTOPOHOI UHAbopMaLLMK, cofepxalLieiics

B HaCTOALLEM [IOKYMEHTE, BKtoYas ony6MKoBaHHbIE MHEHUS UNN 3aKJTIOYEHNS, @ TakXKe NMOCNeACcTBUSs, BbI3BaHHbIE HEMOSTHOTON
npeacTaeneHHon nHdopmaummn. MHdopmauma, npeacrasneHHas B HaCTOALLEM [OKYMEHTE, NoflyveHa U3 OTKPbITbIX UCTOYHUKOB
nmbo npegocTasneHa ynoMsaHyTbIMU B IOKYMEHTe KoMMnaHusiMu. [ononHuTenbHas nHdopmMaums npefocTaBnseTca no 3anpocy.
OTOT AOKYMEHT unu niobas ero YacTb He MOXET PacrpocTpaHaTbCs 6e3 ncbMeHHoro paspelueHus LETA IT-company

nmbo Tupaxuposatbea nobeiMu cniocobamu. Copyright © LETA IT-company
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O npobneme nHcangepos

3awuTa oT uHcanaepoB — ogHa 13 nepeooYepeHbIX 3afad, CTOALLMX nepes
PYKOBOACTBOM Npegnpuatus/komnaHnn/busHeca, xxenatoLym npegoTepatutb
doMHaHCOBOE MOLLEHHUYECTBO, KPaXy KOH(pUaeHLManbHoM nHpopmauui nnm

€€ UCKaXeHne, annaparHbie 1 nporpamMmMHbie C6OI/I, XaJ1aTHOCTb COTPYAHUKOB.

Tak Kak uHcamgepbl — COTPYAHUKN KOMMaHUW, KOTOpble HaXodAaTcA BHYTPW camMoi
opraHusaummn 1 HageneHbl BNosHe nerasibHbiM1 NOsTHOMOUMAMN, UM ropasaio
npoLLe NoNyYnTb JOCTYN K MHTEPECYIOLLEN X nHdopMauum, Yem nobomy
3/10YMBbILLSIEHHUKY CO CTOPOHbI.

[JelncTBnA nHCanaepoB 3a4acTylo NPUBOAAT K CEPbE3HbIM HEraTUBHbLIM
nocneacTeuaM Ans brusHeca, TakuM Kak: ouHaHCOBbIE YObITKM, NoTepA
KNIMEHTOB/MApTHEPOB, NOTEPS aBTopuUTETa U Aaxe 6aHKPOTCTBO.

Kpome Toro, BCTynsieHne B CUsTy HOBbIX thegepasibHbIX 3aKOHOB, B NEPBYIO
ovyepeib, 0 KOMMEPUECKOIA TallHe N NEPCOHASIbHBIX AaHHbIX, TPEByEeT NPUHATUA
3(pPeKTMBHBLIX MeP MO KOHTPOSIIO HaZ AOCTYMOM K 3aLLmLiaeMoin nHdopmMaLmm
N ee NCMosb30BaHNEM.
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[ToHATne BHYTPEHHUX YIPO3

Bcé mHoroobpasue yrpos Vb no ogHoin n3 knaccudumkawmi
NPUHATO AENINTb Ha BHELUHNE N BHYTPEHHME.

Mog, BHYTPEHHUMI yrpo3amit MPUHATO NOHUMATb JI06ble UHLMAEHTH
yTeUKM, BIOKMPOBAHNA NN UCKAXEHNA KOHDMAEHLNANbHO UHGopMaLui,
BO3HUKatOLLMe B pe3ynbTare npegHaMepeHHbIX AeCTBUIA Ui HebpeXHOCTM
cOBCTBEHHbIX COTPYAHWUKOB KOMMaHun. B gaHHOM cnyyae ucknioveHnamm
OyayT ABNATHCA PA3HOro pofa TEXHOreHHble KatacTpodbl (Moxapsl,
TEPPOPUCTYECKIE aKTbl), MPOUCLLECTBIA NPUPOLHOIO XapakTepa
(HaBogHeHUA, yparaHbl), a TaKkxe Apyrue opc-MaxopHble 06CTOATENbCTBA,
yLepb OT KOTOpbIX Obll MOSYYEH MO BUHE COTPYAHUKOB KOMMAHWN.

JaxHbiii Katanor 6yget paccmartpuBaTh BHYTPEHHME Yrpo3bl UMEHHO

Kak MaHuUnynaunoHHble AeNCTBUA C MHpopMaLMel, BbipaXXeHHON

B LIMOPOBOM BUAE (BaHHLIMM).

Y10 Mbl noHumaem nog DLP-cuctemonm
N YTO OHA OOJMKHA YMETb Aenatb

O6blyHO Nog, cucTeMO NpegoTBpaLLEHNe YTeueK JaHHbIX

(o1 anrnuiickoro Data Loss Prevention, DLP) noHumaetcs

MporpamMmMHoOe peLLeHre, KOTOPOe CTPOUTCA Ha aHann3e NOTOKOB AaHHbIX,
nepeceKatoLLMX NepuMeTp 3aLmwaeMoin NHOpMaLMOHHON CUCTEMBI,

1 KOHTPOJTIO AENCTBUIA HA KOHEUHbIX padounx ctaHuusax. Lenb DLP-cuctembl
B TOM, 4TO6bI OBHAPYXUTb B NOTOKE UCXOAALLE UHdhopMaLuun —
KOH(pUAeHUManbHyio 1 akTUBHO oTpearuposatb

Ha npegnosiaraeMyto nonbiTKy YTeYKu.

Hanbonee cTpoiiHble N HENPOTUBOPEUMBBIE KPUTEPUU NPUHALIEXHOCTI

K DLP cuctemam 6b111 BbigBUHYTHI UCCNESOBATENbCKUM areHTCTBOM
Forrester Research B xofie ux ouepeHOro 1ccnefoBaHna 4aHHOTO PbiHKa.
OHun npepnoXunu YeTbipe KpUTepus, B COOTBETCTBUMN C KOTOPLIMY
cucTeMy MOXHO OTHecCTu K knaccy DLP.
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YHUOULNPOBAHHbIA MEHEQ)KMEHT.

Cucrema gomkHa obnagatb YHUULMPOBAHHBIMIA
CpeLcTBaMU yrpaBeHNs NOAUTUKONA UHGDOPMALIOHHOIA
6e30MacHOCTY, aHAN30M 11 OTYETaMI O COBBITUAX

Mo BCEM KaHaniaM MOHUTOPUHIa.

MHOIOKAHAJIbHOCTb
Cuctema fomkHa VHHOULYPOBAHHEN
6bITb CNOCO6HA OCYLLECTBAATH
MOHUTOPUHI HECKOMbKUX BOSMOXHBIX (IS
KaHasioB YTeuKM AaHHbIX. YYET COLLEPXKAHUA
VYET COAEP)KAHVA N KOHTEKCTA.
WKOHTEKCTA
B npouecce knaccudmkaumm
A&(m&%ﬂ A0KYMEHTOB, LIMPKYNPYHIOLLIAX
Mo BO3MOXHbIM KaHasiam yTeukm
LaHHbIX, HeOBXOAMMO YUUTLIBAT:
KIllO4eBbIE CNOBA, PerynapHble
BbIpaXXeHus, 0bLLEee CopepxaHue,
a TaKXKe - TN MPUSTIOKEHIS,
MPOTOKOA, aKTUBHOCTb,
OTMpaBuTENb, afpecar
AKTUBHAA 3ALLATA. 1 TaK panee.

Cuctema BomKHa He TONbko 0BHapyXuBaTb (akThl
HapyLLEHIA NONUTKY 6€30MacHOCTIA, HO 11 MPeANpUHIMATL

HeoBxofuMble AeicTBIA (YBEAOMUTL/CKPLITL/3aepXarb).

? C YTEYKAMW OAHHbIX

Cuctemsl 3alnTbl OT yTEeYEK OaHHbIX -

3OT0 aBTOMATU3NPOBAHHOE CPEQCTBO, MO3BOMAIOLLEE PaCcMO3HABATb W/ 6/10KMPOBaTh
nepemMeLLieHe KoHpraeHUMasbHbIX AaHHbIX 3a Npeaenbl 3ayaemMoii MHpopMaLoOHHO
CUCTEMBI MO BCEM KaHasiaMm, UCrnosb3yemMbiM B MOBCEAHEBHOI paboTe.

Ll,pyrl/le CNCTEMbI KOHTPOJIA |
3a BHELLHNMWN yCTPOUCTBaAMU

Kpome nonHodyHKLMOHabHBIX NporpaMmMHo-annaparHbix DLP-peLueHuin cyLiectsyet
TaKkXe Lienblid pag, pasHOTUMHBLIX CUCTEM MO 3aLLyTe AaHHbIX B OTAENbHbIX KaHanax yTeuKu.

Hanbonee pacnpocTpaHeHHbIM SBISIETCA KNacc PELUEHNIA MO KOHTPOJIO onepawuii

C BHELUHMMM YCTPOCTBaMU, SPKUM NPUMEPOM KOTOPbIX ABAETCA CbEMHbIN
USB-Hakonutesnb. Takue CUCTEMbI He YYBCTBUTESbHBI MO OTHOLLEHWIO K COLEPXaHUIO
nepefaBaeMblx (3anmcbiBaembix) faHHbIX. Bbl cMoxeTe 3ab6nokupoBath NOmMbITKY
3anucu aiinos onpefeneHHoro obbema unm 3agaHHoro oopmara, Ho He CMOoXeTe
3abnoknpoBatb 3anuchb ainos, cofepxallyx 3aluiaemMble faHHble.

SO

Tem He MeHee, B OTAENbHBIX CUTyaLMAX NOAOOHbIE CUCTEMbI HEO6X0AMMBbI
1 [,OCTATOYHbI AR 3aLLNTbI KOPNOPaTUBHOW UHCpOPMaLIN.

BOPbBA 3



OnbiT 1 kKomneteHuuu LETA IT-company

LETA IT-company nmeeT ogHy 13 NyyLlnX SKCNEPTHbIX KOMNeTeHUuiA B 0bnactu
DLP-peLueHuin Ha poCcCUCKOM pblHKE MHPOPMALMOHHON 6e30nacHoCTU.

Haw onbiT — 370 yuacTtune 6onee yem B 20 npoekTax no BHeapeHuio DLP-peLueHnin
1 oKosio 50 NPoeKToB MO 3aLUnTe OTAESbHbLIX KaHa/IoB YTEYKUN JaHHbIX.

Hawa komneTeHuus nogreepxgaetca BbICOKUMIY NAapTHEPCKUMUK cTaTycamMmu
y BeAyLLMX POCCUACKUX 1 3apybexxHbix BeHaopoB DLP-peLueHunii.

[Mooxopn LETA IT-company
K BHegpeHuto DLP-peLueHnn

[MaBHas 0CO6EHHOCTb MPOEKTOB MO BHEAPEHWIO cucTemM 60pbbbl C yTeukamu
MHpopmauum — BCe OHM yHUKasbHbI. CyLLecTByeT HECKONbKO 6a30BbIX
noaxonoB K BHegpeHuto DLP-cuctem, kotopble oTnmyaioTca no:

e CTENEHN BO3AENCTBUA Ha CyLLECTBYIOLLME 6BU3HEC-NPOLIECCH;
e oxBaty 6asbl KOHUAEHUMANbHON NHGOPMALLNK;

e MOKPLITNIO CLIeHapreB yTeUKN MHdopMaLny;

e MexaHn3mMam peakummy Ha 06HapyXeHHble UHUMAEHTbI U T.4.

Kpome Toro, B Kaxaol opraHusawm, B cuny ocobeHHocTen brnsHec-npoL,eccos,
Bcerga bygeT akTyasibHa 3alumTa cBoe 0CO6EHHOM rpynmbl KAHANOB YTEUKN:
yepes KoprnopaTuBHYIO NOYTY, Yepes 3aKauKy Ha BHelUHue ftp-pecypchl,
nocpegcTBoM MOBUSIbHBIX YCTPOINCTB, BHeLWHUX USB-Hakonutenen, yepes
neyatb Ha Bymary — CrnMcoK 3TOT MOXHO NPodomKaTb 1 Npogomxarb.

KomnaHusa LETA cTapaetca genatb BCe BO3MOXHOeE, UTobbl mogobpartb
Hanbonee nogxodsLlee peLleHne 1 onTUMasbHbIA 1A KaX40ro 3akasymka
cnocob BHegpeHua DLP-pelueHua. iIMeHHO NO3TOMY KOMMaHWA umeet

B CBOEM apceHarie 4 pasfinyHbIX Buga nosHoueHHbix DLP-pewienunin —
6onbLuUe, YeM KTO Obl TO HU BbISI0 HAa POCCUICKOM PbIHKE.

C yyeToM Hallero onbita, HAKOMSIEHHON KOMMETEHLNMN 1 3HAHUA
cneumngmuKn KOHKPETHbIX NPOOYKTOB, Mbl FOTOBbI NMPEAIOXKUTb

3aKasuunky onTUMasbHbIA BAPUAHT peLLleHus.

4 C YTEYKAMW OAHHbIX O O O 46 O
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OCHOBHblE KaHanbl YTEUKN

rlpI/IHFITO BblOeNnATb cnegyouine OCHOBHbIE KaHallbl YTEYKI KOH(*)I/I)J,eHLI,I/IaﬂbHOI‘ﬁ
Mchopmau,mm, 3aljuTa KOTOPbIX BOSMOXHaA TEXHNYECKUMIN CpeacTBaMu.

JIOKAJTbHBIA:
USB-HakonuTenb
CD/DVD
E-mail TokanbHas
Web mail neyarb
Ftp
IM
CeteBas
nevatb
YTPATA
HOCUTENA:
Moteps
CeteBoin Kpaxa

lNpennonaraet oTnpaBky MHopMaLmn 3a «nepumMeTps»
KOHTPONMPYEMOro UHPOPMALMOHHOMO NOSA NOCPEACTBOM:
® 3/1EKTPOHHO MOYTHI;
e cucTeMbl Nnepegaun MrHoBeHHbIx coobuyeHuii (ICQ, MSN, AOL);
e web-noutbl (mail.ru, gmail.com);
o ftp-coennHeHus;
e reyaT JOKYMEHTa Ha CETeBOM MPUHTEPE;

JToKanbHbIN

I'IpennonaraeT ncnonb3oBaHMe JioKasibHbIX CpencTs

Ha KOHEeYHO pabouein CTaHLMKn, TaKuX Kak: O O O
e BHellHne USB-Hakonutenu;
e CbEMHbIE XECTKINE ANCKMN;
e 3anucb Ha CD/DVD; O O O
e JIOKanbHasa nevarb;

e co3paHune nokanbHbiXx coeanHeHnn WiFi, Bluetooth.

YTepsa unun kpaxa Hocutens

B peanbHoCTU ABNAETCA cCaMbiM pacnpoCTpaHeHHbIM crlyyaem, Korga
KOH(buAeHUManbHasa nHopmaLma CTaHOBUTCA SOCTYMHON TPETbUM JULLaM.
HoyTbyku, cmaptdoHbl, USB-Hocutenu TepsaioTca nnm nx BOpyioT — NoYvTu Kaxaas
KOMMaHUA CTasIKNBAETCA C 3TUM PUCKOM, 1 CBECTMN €ro K HYJI0 HEBO3MOXHO.

T
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CeTteBoil cueHapuii

E-MAIL

WEB-MAIL

YVYVY
L~

FTP

NMEYATb

CETEBAA
NMEYATb

Ayout n bnokmnposaHue
NOO03PUTESNIbHbIX COOOLLEHUI N NAKETOB

B cnyyae npotuBogeincTemA yreukam
C ucnosib3oBaHneM ceteBoro cueHapusa, DLP-cuctema:

e OCYLLIECTBIAET Nnepexaar CoobLLeHNS;

e NMPOBOAUT aHaNIN3 copepXXaHusa OTNPaBKu;

e NHCHOPMUPYET OTBETCTBEHHOrO COTPYAHMKA (B Cnyyae obHapyxeHus
NOLO3PUTESIBHOrO COAEPXKaHNSA);

e MpUMEHAET NONUTUKK 6e30MacHOCTU (NpUoCTaHaBMBaET OTNPaBKY);

e BHOCUT AeTann UHUMAEHTa B XypHasn CUCTEMBI.

6 BOPbBA
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JlokanbHbI cueHapui

USB
HAKOIMWUTEJb CD/DVD

e

.

[ o

P

E-MAIL NOKAJTIbHAA
NMEYATb

Ayout n bnoknposaHue
NOO03PUTESbHbIX AENCTBUA MNOsb3oBaTess

DLP-cuctema, KoHTpoOnupytoLaa onepauui
C [aHHbIMN Ha KOMMbIOTEPE MOJSIb30BaTENS:

e OTCNexXumBaeT dhakT obpallieHnsa K KoHuaeHUanoHon nHdopmaLmy;

¢ OnlOKUMpyeT BCe 3anpeLleHHble fenctaus (print screen, neyatb, opMupoBaHme
OTMNpaBKM Yepe3 KOMMYHMKALMOHHbIE KaHarnbl U T.4.);

e 610KMpyeT obpalleHune K dainsy Yyepes NporpaMMbl, He BHECEHHbIE B YMCIIO0
paspeLLeHHbIX 1A paboTbl C faHHbIM dhainom;

e chopmupyeT XypHan CobbITUiA, KOTOPLI NMPU OYepPefHOM ceaHce CBA3M
nepefaeTca B LeHTpanbHylo 6a3y UHUUAEHTOB.

BOPbBA 7
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TOYKM KOHTPONA N MPUHATUS PELLEHNS

DLP-peLueHune: uto nognexut KOHTPOSIO

KoHTponupoBaTtb kaHanbl yTeUYKU MHCpOpMALIN MOXHO C MOMOLLIbIO ABYX
pa3HOMIaHOBbIX MOAXOA0B:
| KOHTPOJSIb Nepedayun faHHbIX MO kaHanam ceaAsun (LUno3sosoe pelueHune);
| KOHTPOSb AENCTBUI KaXKAoro KOHKPETHOro nosnb3oBarens, paboTatoLlero
C 3TUMU JaHHbIMU (AreHTCKoe peLueHune).

nogxon CWNbHLIE CTOPOHb CNABbIE CTOPOHb

LieHTpanu3oBaHHoe BHegpeHue KoHTponupyeT ToNbko nogKioyeHHble
CUCTEMbI 11 aBMUHUCTPUPOBaHIE K KOPropaTUBHOIA CETI paboune CTaHLiu
LIMIO30BOE nonuTKaMu1 be3onacHocTi
. BoaMoxXHa fiononHuTeNbHasA Harpyaka
HeBupumo f/17 nonb3osateneit 1 He co3paet
PELLIEHVE Ha ceTb (Hanpumep B cnyyae NpoBeaeH!A
Harpy3aky Ha NokaJibHble pabouiie CTaHLAM CKAHUPOBaHIA PABOYIIX CTaHLMT)

He 3aBucuT ot Buga onepauoHHbIX
CMCTEM 11 MPOrpamMM, YCTaHOBMEHHBIX TpebyeT gononHuTenbHoE
Ha pabounx mectax cepeepHoe obopygoBaHue

Haubonee nonHbIin 0XBaT BOMOXHOCTEI Ha kaxgyto pabouyto cTaHLmio
MO KOHTPONIO Paboumx CTaHLNIA, nonb3oBarens HeobXoaMMO yCTaHaBMMBaTh
B TOM YICTIE OTKMIOYEHHBIX FOMOMHUTENbHYIO MPOrPamMMy-areHTa

ArEHTCKOE 0T KOPNOPATUBHO CETM
PELLUEHWE K paBoyum CTaHLASIM

HeI'IpVIXOTJ'II/IBO K KaHa1am CBA3Un

[NoBbILLEHHbIE TEXHUYECKIE Tpef)OBaHI/IFI

Tpebyercs perynspHas cesab
MuHMManbHble TEXHUYECKUE TPeboBaHUA C CEPBEPOM YrPaBEHMs aJist
K CEpBepy ynpaBfieHus areHTamu 06HOBMEHMsA MONUTIK 6e30MacHoCT

DLP-pewieHune: KTo BoBnekaeTca B paboTy CUCTEMbI

NHPOPMALIMOHHOI CUCTEMBI, Y KOTOPOro CyLLEeCTBYET NoTeHunanbHas
BO3MOXXHOCTb COBEpPLLEHUNA HEMPABOMEPHbIX AENCTBUIA.
e Bnapeneuy pecypca — Ton-mMeHemxep KoOMnaHum, KOTopblid HAaNpsAMYyto
NOHECET PUHAHCOBbIE NN PeNyTaLNOHHbIE NOTEPU B Crlyyae YTEeUKI.
e Ochuyep 6e3onacHOCTN — COTPYOHUK KOMMNaHWUK, OTBEYAIOLLNIA
3a MHopMaumnoHHyo 6e30NacHOCTb.
e IT-MeHepXep — cneumanunct, KoTopbii obecneunBaeT
PYHKLMOHMPOBaHNE NHAPOPMALIMOHHOW CUCTEMbI OpraHu3auunn.

& o©

° nOTeHU.I/IaﬂbeIIﬁ HapyLwuTesib — noJjib3oBaTtesib 3alyuiaemMon
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Cragumn BHegpeHus peLleHus

no 6opbbe ¢ yTeukamu

Mo pekoMeHpaumnAaM NyyLINX MUPOBbIX MPAKTUK 1 OMbiTa BbINOSIHEHNA aHANIOMMYHbIX
npoekTos, komnaHua LETA npegnaraet npugepXxmnBarbCs HUXEONUCAHHOMN CXEMbI.
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[MpegnpoekTHOE obcriegoBaHne

MpepnpoekTHoe obcnegoBaHmne, B Xo4e KOTOPOro onpeaenserca HavyalbHoe
COCTOsiHME (OpraHN3aLMOHHOE 1 TEXHUYECKOE) MHADOPMALMOHHO CUCTEMbI
KOMMaHUK, COrnacoBbIBAIOTCA OXMAAHNA OT NPOEKTa 1 pa3pabaTtbiBaeTcs
TEXHUYECKOE 3afaHue.

[TunoTHOE BHEOpPEHNE
CyLecTByeT HECKONBbKO hOpMaToB MUSIOTHOMO pasBepTbiBaHNSA,
BOT HEKOTOPbIE 13 HUX:
e MPOBEPKA NCXOASALLLEro NoToka uHcpopmMaumn 6e3 6110KMpoBaHNA OTNPaBKY;
e NpoBepKa AeNCTBUIA NepcoHana B pexumMe ayauta unm 6110KMpoBaHus;
e MOVICK B CETN COAEPXaHUA KOHPUAEHLMANBbHBIX JOKYMEHTOB;
e OTC/IEXMBAHWE OrPAHNYEHHOrO YCNa KOHPUAEHLINATbHBIX
LOKYMEHTOB B pabouell cpeae;
e pasBepTbiBaHNE NOSTHOLLEHHOMO PeLLEeHsi B OrpPaHNYEHHOM
cermeHTe paboueii cpeabl.

Pa3pa60TKa YaCTHOW NOJTINTKI

PaspaboTtka npouenyp, npasus, <MaTpuLbl 4OCTyNa», 3KCNyaTaLuoHHOIA
OOKYMEHTALUMN N NHBIX OKYMEHTOB, COCTaB/AIOLLMX YACTHYIO NOSIATUKY
obpalLieHus ¢ KOHUaEHLManbHON MHpopmaLmel B KOMMaHnu.

«Oby4yeHne cucTembl»
Hactpoiika cuctembl 4ns paboTbl C BblAeNEHHbIM
MHOXXECTBOM [JOKYMEHTOB.

PassepTtbiBaHue
PasBepTbiBaHue cucteMbl B pabouein cpege npegnpuaTis
11 BBOZ, €€ B NPOJYKTUBHYIO SKCyaTaLmio

OkasaHue conyTcTBYIOLLNX YCIYT:
e 00yyeHe nepcoHana (TEXHUYECKIX CreLuanncToB 1 ocuLepoB 6e3onacHocT);
e paspaboTka CUCTEMbI OTYETHOCTY;
e VHTErpauusa ¢ CyLLEeCTBYIOLLIMMI cucTeMami cbopa 1 aHanm3a UHLMOEHTOB;
e pacLUMpeHHas TexHnyecKan nogaepxka peLleHus.
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[MpoaykTbl Mo 6opbbe ¢ yTeukamm gaHHbIX

Mo cocToAHMIO Ha BTOpYIO NofioBuHy 2008 roga Ha POCCUACKOM PbIHKE AOCTYMHbI
4 NOSIHOLEHHbIX TEXHONIOMMYECKUX peLleHns no 6opbbe ¢ yTeukamm gaHHbIX
(DLP). MNpuBegeHHas Tabnua coaepXuT X Ha3BaHUA, KpaTkyto MHpopmauuio o
KaXXloM 13 HUX 1 COOTBETCTBYIOLLMIA NapTHepcKuii ctatyc LETA IT-company’ .

KOMIMAHUA

Websense

InfoWatch

Symantec

NPOAYKT

Data Security Suite

Traffic Monitor

Vontu DLP

Total Protection for Data

O PELLEHWA

Jngupyrowee DLP-peLueHue cornacHo?
aBTOpUTETHBIM UccnenoBaHuaAM 2008 roga .
CucTema HTErpurpoBaHa ¢ MpoayKTamu
web-6e30nacHocT 1 web-chunbTpaLy.

Cawmoe pacnpoctpaHeHHoe B Poccuin®
peLLeHue no 6opbbe ¢ yreukamm Ha 2008 rog,
EQVHCTBEHHIIA 113 MEpeYCIIEHHbIX MPOZYKTOB,
UMEIOLLIMIA PYCCKORASBIYHBIN UHTEPCIENC.

[Mpr3HaHHoe BeyLLMMI KOpriopaLami 4
13 crcka Fortune 100 peLuerme, nMetoLLee
KpyMHENLLYIo B Mipe 623y MHCTannALWIA.

VHTerpupoBaHHoe B eauHyio cuctemy
ynpasneHus npogyktamm McAfee
DLP-peLueHrue, ocyLiecTeaAioLLEee
aHanu3 1 610KMpoBaHue 3anpeLLeHHbIX
AeCTBUA Nonb3oBarens

Ha KOHEYHOIA CTaHLMN.

MAPTHEPCKWIA CTATYC
LETA IT-COMPANY

Gold ChannelConnect Partner

Security Integrator

Platinum Partner

Premier Partner Solution Provider

Cneumnanuctbl LETA IT-company rotoBbl MPOBECTU «XUBYIO> EMOHCTPALUIO
BCEX NepPeYnNCeHHbIX NPOAYKTOB, NCMOSIb3YA YHUKASbHbIA TECTOBbLIN CTEHA,
pas3BepHYTbIli B ochrce KoMmnaHuu.

B npouecce gemoHcTpaumm ectb BO3MOXHOCTb YBUAETb N OLEHUTb
OCHOBHO (PYHKLIMOHAM peLLeHiA, MPOATUCH MO BCEM OCHOBHbLIM CLiEHApUAM
NCNONb30BaHUA, a TakKxXe MoNy4YnTb OTBETHI HA BO3HUKAIOLLME BONPOCHI

y cepTudomumpoBaHHbIX HXeHepos no DLP-pelueHunam.

MpymeyaHus:

' Hacroswas Ta6n|/||_|.a HE MOXET BOCNPUHUMATbCA KaK NMoJIHOLEHHOE CpaBHEHNE CUCTEM. MHCpOpMaLI,I/Iﬂ, npueefeHHas B Ta6n|/|u,e, _[

MMEET CrpaBOYHbIi XapakTep U MPUBOAUTCS A 03HAKOMIIEHUS C HEKOTOPbLIMI OCOBEHHOCTAMU MPUBEAEHHBIX PELLEHUIA.
2 The Forrester Wave: Data Leak Prevention, Q2 2008, Gartner Magic Quadrant for CMF and DLP Q2 2008

* http://www.infowatch.ru/customers
* http://www.vontu.com/customers/
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TunnsuposaHHaAa ycnyra —
YHUKanbHoe npeasioxeHne komnaHum LETA

3apaya 60pbbbl C yTEUKaMU CTOUT HE TOMbKO Nepen, KPYNHbIMI KOprnopauuamu,

KOTOPblE CerofHA ABNATCA «TUNUYHbIMK> Nokynatenamu DLP-cuctem. bopbba ¢ yreukamu
npuobpeTaeT akTyanbHOCTb 1 AN OTHOCUTENbHO HEBOMbLUMX KOMMaHUIA C NapKoM

oT 100 KomnbloTepoB. MIMeHHO ana Hyxa Takux komnaHuii B LETA IT-company
paspaboTtaHa TunuaunposaHHas ycnyra «DLP-pelueHne Ha 100 pabounx MecTs.

TunoBoun NPoOeKT No BHeAPEHUIO O
McAfee DLP Ha 100 pabounx ctaHuuiA

AJWTENIBHOCTb
B YE/TOBEKO-AHAX

OCHOBHBIE 3TAIMbI MPOEKTA

9TAMN 0 MoproToBka KapTbl FOTOBHOCTN 3aKauuka
O6cnepoBaHmne .

9TAMN 1 O6cnepoBaHie MHPOPMALIMOHHOIA CUCTEMbI
PaspaboTka 11 cornacoBaHme «TpeboBaHuii K peLLeHuio»

BHeppeHue peLueHus

9TAM 2 YcTaHoBKa 11 HacTpoiika ﬁHTpaanoro cepeepa McAfee ePO Server

PassepThiBatite arextos McAfee ePO u DLP Ha pabounx craHLuax
HacTpoiika cicTeMbl B COOTBETCTBUN C «TPEBOBaHUAMM K PELLIEeHNIO»

9TAN 3 Paspa6otka 1 cornacoBaHue TeXHU4ECKOrO ONMCaHNs CUCTEMbI
06yueHue nepcoHana 3akasuuka

9TAN 4 KoHCynbT1pOBaHIE TEXHUYECKOTO CreLiManicTa no HacTpoiike peLLeHus
KoHcynbTupoBaHue 6113Hec-CrieLuaniuecToB no UCMoMb30BaHUIO PELLEHNA

O6Lwas gnuTenbHOCTb

[TpumeyvaHus

e PeweHne McAfee DLP Bxogut B coctas komnsiekcHoro npogykra McAfee Total
Protection for Data, koTopoe, Kpome dpyHKLMOHana no bopbbe ¢ yTeukamm JaHHbIX,
BKJIIOYAET LUNPPOBaAHNE ANCKOB U KOHTPOJIb BHELLIHUX YCTPOICTB, B T.4. USB.

e PeweHne McAfee DLP He noctaensietca 6e3 BHeapeHus.
_6 O Croumoctb nuueHanii McAfee DLP Ha 100 y3nos coctasut nopsgka 150 000 pybneii.
e CroumocTb cepsucHoro npegnioxerua — 150 000 pybneii ¢ HOC (oxsatbiBaet
! E O ToNbko passepTbiBaHne McAfee Data Loss Prevention).
e [lpoune cepsuChbl, TaKe Kak NOSHOLEHHOE BHEAPEHNE CUCTEMbI 3aLLNTLI OT YTEYEK,
pasBepTbiBaHue apyrux mogynei B coctaBe McAfee Total Protection for Data,

noarotToBka MHCTpYKLlMI‘]I, pernaMmeHToB 1 NMoJIMTUK — OKa3blBalOTCA B paMKaxX
AOOMNOJTHUTESIbHbIX cornaLlueHuia.
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O KomnaHuun

LETA IT-company — 310 MHoronpodusibHasa cepBrcHas KoMnaHus, peLuaioLas
3aJa4” CBOUX KIIMEHTOB C NMOMOLLbIO NMepeaoBbiX MHAPOPMALNOHHBIX TEXHOSOMMIA.

KomnaHua LETA nepBas Ha pocCcuiiCKOM pblHKE pa3pabotana u BHegpuna
NPUHLMNNANbHO HOBYIO MOLENb CEPBUC-OPUEHTUPOBAHHOMO Br3Heca. KCNEPTHINA
cocTaB noAapasfeneHnin KOMMaHUM 1 KOMNeTEHUNA ee COTPYAHNKOB NO3BOSAIOT
aHanm3upoBaTb PbIHOK 1 padpabartbiBaTb OJ18 HErO HOBbIE KOHLIENUUW YCNyT.
OTtpaboTaHHasA MeToanka faet BO3MOXHOCTb BbIBOAUTb 3TU YCYrA HA PbIHOK,
MCNonb3ya COBCTBEHHbIE PECYpPChbl A1 PELLEHNA CTpaTermyecknx 3agay, KOHTposs
KOHOMAEHLMANBHOCTU U KayecTsa.

LETA IT-company siBnaetca onepatopom UT-ycnyr
1 cneumanusunpyertca B obnacrax:

e 3aLLMTbI MHCPOPMALIMOHHON cpepbl: 3abyabTe O puckax
noTepPU NN YTeYKN MHOPMaLAY;

e ynpasneHua UT-akTneamu npegnpuAtua: y3HaimTe, Kak CHU3UTb
UT-6topkeT 1 npu aTOM NOBLICUTL Kanutanusauuio 6usHeca.

Cneumnanuctbl LETA IT-company umeioT Bce Heobxogumble KOMNETEHLUIA

ANs KBanuULMPOBaHHOIO BbINMOSIHEHUS PaboT Mo BHEAPEHUIO CUCTEM 3aLLATbI
OT yTeueK AaHHbIX. ATO NOATBEPXKOAETCA HAIMYMEM NMAPTHEPCKUX CTaTyCOB
BEeOyLMX MUPOBbLIX BEHAOPOB:

InfoWatch Security Integrator
McAfee Premier Partner Solution Provider
Symantec Platinum Partner

Websense Gold ChannelConnect Partner O
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Komnanuna LETA obnapaet
cnegylowymMm NMMUEH3NAMN 1N cTaTycamMi:;

Jlnuensnn ®Cb Poccun:

e Ha ocyLLlecTBNeHNe pa3paboTku, NPON3BOACTBA LUNKPOBASIbHBIX
(KpunTorpadnyeckunx) CpeacTs, 3aLUULLEHHbIX C UCMOJSIb30BAHNEM
LIndopoBasibHbIX (KpunTorpadonyecknx) cpeacts MHPOPMaLMOHHbIX
N TeNeKoMMyHMKaLMoHHbIX cuctem (Ne 0002364);

¢ Ha OCYLLIECTBJIEHNE TEXHNYECKOTO 06CNYXMBaHNA LLINAPOBASIbHbIX
(kpuntorpadpuueckux) cpeacts (Ne 0002365);

e Ha OCYLLECTB/IEHNE pacnpoCTpaHeHNa WngpoBanbHbIX
(kpuntorpadpuueckux) cpeacts (Ne 0002366).

JlnueHnanmn ®CTIK Poccuu: —6<

e Ha AeATEeNbHOCTb MO TEXHUYECKON 3aLuuTe
KOHdpugeHumnanoHon nHpopmauumm (Ne 0450);
e Ha feATeNbHOCTb MO pa3paboTke 1 NPON3BOACTBY CPEACTB

3awmTbl KoHdugeHumanbHon nHpopmaumm (Ne 0264). ( | <
Ceptudhukar BSI Management Systems:

LETA IT-company obnagaet koMmneTeHuuen B MOCTPOEHU
cucTeM ynpasneHns MHPOPMAaLIMOHHOM 6€30NacHOCTbIO

B COOTBETCTBME C MEXIyHapoaHbIMU CTaHdapTamum )
ISO/IEC 27001:2005.

B 2007 rogy komnaHua LETA 3aHana K

e 4 mecTo B pentuHre CNEWS no nHdopmaumoHHom 6e3onacHoCTu;
e 1 mecT0 B pelituHre CNEWS no sawuute oT BHYTPEHHUX Yrpos.
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LETA IT-company
109129, Mocksa, yn. 8-a TekCTunbLmnKos, Aom 11 ctpoeHune 2
l ‘i
g Ten./dakc: (495) 9211410

E-mail: info@leta.ru
- COMPANY http://www.leta.ru



